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BYOD Policy

1.1 PURPOSE , :

Makny em'ployéesk and other contractors / vendors of the SUNRISE GILTS & SECURITIES
PRIVATE LIMITEDuses personally owned computing devices to accomplish their work. This
policy addresses the rights and obligations of both owners of a device used for official work and
the SUNRISE GILTS & SECURITIES PRIVATE LIMITED’s rights and obligations to protect and

secure its data residing on these devices,

1.2 SCOPE
This policy 'applies to:

e All Staff (Permanent & on contractual basis) and non-employees (contractors, consultants,
suppliers, vendors, etc.) of SUNRISE GILTS & SECURITIES PRIVATE LIMITED and other

individuals, entities or organizations that uses or brings their own devices to accomplish

official work

All mobile computing devices (Laptops, Smart phones, Tablets, PDAs etc.) that are used to
access SUNRISE GILTS & SECURITIES PRIVATE LIMITED network environment

1.3 POLICY STATEMENTS

' Compahy empldyees and confractors may use their personal electronic devices (eg,
smart phones, tablets) for conducting company business, provided that they understand and
agree with the “Bring Your Own Device” (BYOD) policy, have been granted express permission,

and act in accordance with the policy.

1.3.1 BACKGROUND
SUNRISE GILTS & SECURITIES PRIVATE LIMITED management fully understands that

Bring Your Own Device (BYOD) program is associated with a few information securities risks

such as:

* Loss, disclosure or corruption of corporate data on Personally Owned Devices (PODs)
* Incidents involving threats to, or compromise of, the SUNRISE GILTS & SECURITIES

PRIVATE LIMITED network infrastructure and other information assets (e.g. malware
infection or hacking)
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* Non-compliance with applicable laws, regulations and obligations (e.g. privacy or piracy)

’1.3.2 GENERAL STATEMENTS

* Due to SUNRISE GILTS & SECURITIES PRIVATE LIMITED management’s concerns aboyt

requirements laid out in this policy beforehand,

® SUNRISE GILTS & SECURITIES PRIVATE LIMITED Management reserves the right not to
authorize individuals, or to withdraw the authorization, if they deem BYOD program is

hot appropriate for them and in the best interests of the organization.

¢ The SUNRISE GILTS & SECURITIES PRIVATE LIMITED and the owners and users of

Personally Owned Devices (POD) share responsibility for information security,

° Personally, Owned Devices must not be used to create, modify, store or communicate

corporate data without prior approval.

* Personally, Owned Devices (POD) must use appropriate forms of device authentication
approved by Technology Officer, such as digital certificates created for each specific

device. Digital certificates must not be copied to or transferred between PODs,

Officer, such as userlDs, passwords and authentication devices,

e The following classes or types of corporate data are hot suitable for BYOD and are not

permitted on PODs:

© Anything classified as Confidential or above (Restricted)
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ghly valuable or sensitive corporate information

which is likely to be classified as Confidentia] or above

© Large quantities of corporate data on single device (i.e. greater than 1 GB in

aggregate on any one POp Or storage device),

* While SUNRISE GILTS & SECURITIES PRIVATE LIMITED users (employees / non-
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the normal way.




